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FUNDAMENTALS OF ISO/I1EC 27002 INFORMATION SECURITY MANAGEMENT

Course Objective

The 1.5-day ISO/IEC 27002 Information
Security Management Foundation -certification
training course fully prepares every participant
for EXIN’s “ISO/IEC 27002 Information Security
Management Foundation” certification
examination.

The ISO/IEC 27002 Foundation certification
training course provides IT professionals
working in an Information Security Management
(ISM) improvement environment with a clear
understanding of the basic principles of ISM.

The ISO/IEC 27002 certificate provides the

required evidence that the IT service provider

has an effective and reliable Information Service

Management system in place which has been

audited against the international standard in

ISM. The ISO/IEC 27002 Foundation training

course will accelerate the process of IT service

providers who are seeking this quality level.

Prerequisites

L] N/A

Target Audience

. Professionals working for both internal or
external IT Service Providers, IT
departments, or IT organizations who play a
role or have an interest in ISO/IEC 27002
certification even if such organization is not
(yet) certified for ISO/IEC 27002

Our Instructors

. All instructors of InterProm USA are
ISO/IEC 27002 certified and possess
extensive practical experience as ISO/IEC
27002 practitioners and consultants.
We use our own accredited course materials
and our own accredited instructors who also
possess hands-on ISO/IEC 27002
implementation experience

Duration and Location

° Duration: 1.5 Days

° The training course and the EXIN
certification examination are conducted at
our training facilities or onsite at your own
facilities. Please visit our website for more
details.

EXIN Certification Examination

e A l1-hour written multiple-choice exam that
is being proctored by EXIN
Examination is conducted concurrently with
the training course

Curriculum

\ Participant will learn:

Information and Security

e The concept of Information

e The value of Information

. Reliability aspects: Confidentiality,
Integrity and Availability

Threats and Risks

e The concepts of Threats, Risk and Risk
Analysis
The relationships between Threats,
Risks and the Reliability of
Information
Types of Threats, Damage and Risk
Strategies

Approach and Organization
Security Policy
Security Organization
Code of Conduct
Asset Data Ownership
Roles in Information Security
Incident Management

Security Measures
Importance of Measures
Physical Security Measures
Technical Security Measures
Cryptography
Organizational Security Measures
Segregation of Duties
Access Management
Identification, Authentication and
Authorization

Legislation and Regulations

° Information Security Legislation

° Information security Regulations

Course Schedule and Fees

. Open Schedule Course Fees: Please visit our
website for the latest course schedule and
competitive fees
Onsite Course Fees: Please contact us for a
competitive fixed-price quote.

Price includes

. Electronic copy of the “Basics of Information
Security” publication
Full color copies of the training material
A thorough examination preparation with and
multiple practical hints and tips.

Why InterProm USA?

. InterProm USA is an Accredited Training Provider
and its own accredited instructors possess more
than 17 years of ISM implementation experience
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